CLAIMS 

1. A data processor in which at least one of 
ption of a plain text to a cipher text by using 

an encryption key and decryption of a cipher text to 
a plaim text by using a decryption key is performed, 
comprisn.ng : 

a wey converting section in which a plurality of 
key conversion functions which are involution functions 
and whicm conduct key conversions to output extended 
keys based on one of the encryption key and the 
decryption! key and results of key conversion of one 
of the encryption key and the decryption key are 
sequentialJly connected, and results of the key 
conversion are in an order or in another order reverse 
to the orden transferred between the key conversion 
functions ; and 

a data randomize section in which at least one 
processing of \ encryption of the plain text to the 
cipher text anVi decryption of the cipher text to the 
plain text is performed by using the extended keys 
output from the\key conversion section, 

2. A data processor according claim 1, 
wherein the >data randomize section includes 

a plurality of round functions which are involution 
functions and whichX perform at least one of encryption 
and decryption by using the extended keys, the 
plurality of round functions are sequentially connected 
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and results of the processing by the round functions . 
are transferred in an order or in another order reverse 
to the order t|ransferred between the plurality of round 
functions . 

5 3. A datel processor according to claim 1, 

wherein the key conversion functions not only take 
first keys and results of conversion of the first keys 
as objects to be\processed in the key conversion, but 
also perform the \:ey conversion by using a second key, 
10 4, A data processor according to claim 3, 

wherein the second key is included in at least one 
of the encryption key and the decryption key* 

5. A data proaessor according to claim 4, 
wherein the second key has different types of keys, 

15 at least one of the encryption key and the decryption 

key includes the different types of keys and at least 
one of the encryption l\ey and the decryption key is 
variable in length. 

6. A data processor according to claim 2, 
20 wherein the key con\Xersion functions include 

round functions same as tftat of the data randomize 
section . 

7. A communication sj\stem comprising: 
one communication device which includes a data 

25 processor according to claim\ 1 and holds one key which 

serves as the encryption key \and the decryption key; 
and 
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another\ device which includes a data processor 
according tolclaim 1 and holds other key which serves 
as the encryption key and the decryption key, and which 
is a result of key conversion of the one key in the key 
5 conversion sedtion of the another device. 

8 . A coirfputer readable medium on which a program 
is recorded, the program being for controlling a data 
processor in which at least one of encryption of 
a plain text ta[ a cipher text by using an encryption 
10 key and decryption of a cipher text to a plain text 

is performed by \using a decryption key, the program 
comprising: 

a key conveiVting section in which a plurality of 
key conversion functions, which are an involution 
15 function, and whick conduct key conversions to output 

extended keys based\ on one of the encryption key and 
the decryption key aVid results of key conversion of 
one of the encryption key the decryption key are 
sequentially connectec\ and results of the key 
20 conversion are in an oAder or in another order reverse 

to the order transferred^ between the key conversion 
functions ; and 

a data randomize sedtion in which at least 
one processing of encryption of the plain text to the 
25 cipher text and decryption \of the cipher text to the 

plain text is performed by ^sing the extended keys 
output from the key conversion section. 



wherein 
a plurality 
functions an 



9. A computer readable medium according to 
claim 8, 

the data randomize section includes 
of round functions which are involution 
which perform at least one of encryption 
and decryptidn by using the extended keys, the plural- 
ity of round ^functions are sequentially connected, and 
results of the processing by the round functions are 
transferred in an order or in another order reverse to 
the order transferred between the plurality of round 
functions . 

10. A comp\iter readable medium according to 
claim 8, 

wherein the\key conversion functions not only take 
first keys and results of conversion of the first keys 
as objects to be processed in the key conversion, but 
also perform the key conversion by using a second key. 

11. A recording medium according to claim 10, 
wherein the second key is included in at least one 

of the encryption key\and the decryption key. 

12. A recording medium according to claim 11, 
wherein the second^ key has different types of keys, 

at least one of the encryption key and the decryption 
key includes the differendb types of keys and at least 
one of the encryption key \and the decryption key is 
variable in length, 

13. A recording medium \according to claim 9, 



wherein -^he key conversion functions include 
round functionjs same as that of the data randomize 
section. 

14. A dati transformation apparatus comprising: 
a key transformation section for outputting 
a second key and a third key by using an involution 
function based an inputted first key and for outputting 
the first key anfi a fourth key by using the involution 
function based on\ inputted second key, 

wherein the tihird key is used when first data is 
transformed to second data and the fourth key is used 
when the second data is transformed to the first data. 



